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1 /*
2  * CDDL HEADER START
3  *
4  * The contents of this file are subject to the terms of the
5  * Common Development and Distribution License (the "License").
6  * You may not use this file except in compliance with the License.
7  *
8  * You can obtain a copy of the license at usr/src/OPENSOLARIS.LICENSE
9  * or http://www.opensolaris.org/os/licensing.

10  * See the License for the specific language governing permissions
11  * and limitations under the License.
12  *
13  * When distributing Covered Code, include this CDDL HEADER in each
14  * file and include the License file at usr/src/OPENSOLARIS.LICENSE.
15  * If applicable, add the following below this CDDL HEADER, with the
16  * fields enclosed by brackets "[]" replaced with your own identifying
17  * information: Portions Copyright [yyyy] [name of copyright owner]
18  *
19  * CDDL HEADER END
20  */
21 /*
22  * Copyright (c) 2008, 2010, Oracle and/or its affiliates. All rights reserved.
23  *
24  * Copyright 2012 Nexenta Systems, Inc. All rights reserved.
25  */
24 /*
25  * Copyright 2011 Nexenta Systems, Inc.  All rights reserved.
26  */

27 #include <sys/cpuvar.h>
28 #include <sys/types.h>
29 #include <sys/conf.h>
30 #include <sys/stat.h>
31 #include <sys/file.h>
32 #include <sys/ddi.h>
33 #include <sys/sunddi.h>
34 #include <sys/modctl.h>
35 #include <sys/sysmacros.h>
36 #include <sys/socket.h>
37 #include <sys/strsubr.h>
38 #include <sys/nvpair.h>

40 #include <sys/stmf.h>
41 #include <sys/stmf_ioctl.h>
42 #include <sys/portif.h>
43 #include <sys/idm/idm.h>
44 #include <sys/idm/idm_conn_sm.h>

46 #include "iscsit_isns.h"
47 #include "iscsit.h"

49 #define ISCSIT_VERSION BUILD_DATE "-1.18dev"
50 #define ISCSIT_NAME_VERSION "COMSTAR ISCSIT v" ISCSIT_VERSION

52 /*
53  * DDI entry points.
54  */
55 static int iscsit_drv_attach(dev_info_t *, ddi_attach_cmd_t);
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56 static int iscsit_drv_detach(dev_info_t *, ddi_detach_cmd_t);
57 static int iscsit_drv_getinfo(dev_info_t *, ddi_info_cmd_t, void *, void **);
58 static int iscsit_drv_open(dev_t *, int, int, cred_t *);
59 static int iscsit_drv_close(dev_t, int, int, cred_t *);
60 static boolean_t iscsit_drv_busy(void);
61 static int iscsit_drv_ioctl(dev_t, int, intptr_t, int, cred_t *, int *);

63 extern struct mod_ops mod_miscops;

66 static struct cb_ops iscsit_cb_ops = {
67 iscsit_drv_open, /* cb_open */
68 iscsit_drv_close, /* cb_close */
69 nodev, /* cb_strategy */
70 nodev, /* cb_print */
71 nodev, /* cb_dump */
72 nodev, /* cb_read */
73 nodev, /* cb_write */
74 iscsit_drv_ioctl, /* cb_ioctl */
75 nodev, /* cb_devmap */
76 nodev, /* cb_mmap */
77 nodev, /* cb_segmap */
78 nochpoll, /* cb_chpoll */
79 ddi_prop_op, /* cb_prop_op */
80 NULL, /* cb_streamtab */
81 D_MP, /* cb_flag */
82 CB_REV, /* cb_rev */
83 nodev, /* cb_aread */
84 nodev, /* cb_awrite */
85 };

______unchanged_portion_omitted_

3131 /*
3132  * iscsit_add_pdu_to_queue() adds PDUs into the array indexed by
3133  * their cmdsn value. The length of the array is kept above the
3134  * maximum window size. The window keeps the cmdsn within a range
3135  * such that there are no collisons. e.g. the assumption is that
3136  * the windowing checks make it impossible to receive PDUs that
3137  * index into the same location in the array.
3138  */
3139 static void
3140 iscsit_add_pdu_to_queue(iscsit_sess_t *ist, idm_pdu_t *rx_pdu)
3141 {
3142 iscsit_cbuf_t *cbuf = ist->ist_rxpdu_queue;
3143 iscsit_conn_t *ict = rx_pdu->isp_ic->ic_handle;
3144 uint32_t cmdsn =
3145     ((iscsi_scsi_cmd_hdr_t *)rx_pdu->isp_hdr)->cmdsn;
3146 uint32_t index;

3148 ASSERT(MUTEX_HELD(&ist->ist_sn_mutex));
3149 /*
3150  * If the connection is being torn down, then
3151  * don’t add the PDU to the staging queue
3152  */
3153 mutex_enter(&ict->ict_mutex);
3154 if (ict->ict_lost) {
3155 mutex_exit(&ict->ict_mutex);
3156 idm_pdu_complete(rx_pdu, IDM_STATUS_FAIL);
3157 return;
3158 }
3159 iscsit_conn_dispatch_hold(ict);
3160 mutex_exit(&ict->ict_mutex);

3162 index = ntohl(cmdsn) % ISCSIT_RXPDU_QUEUE_LEN;
3163 /*
3164  * In the normal case, assuming that the Initiator is not
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3165  * buggy and that we don’t have packet duplication occuring,
3166  * the entry in the array will be NULL.  However, we may have
3167  * received a duplicate PDU with cmdsn > expsn , and in that
3168  * case we just ignore this PDU -- the previously received one
3169  * remains queued for processing.  We need to be careful not
3170  * to leak this one however.
3171  */
3172 if (cbuf->cb_buffer[index] != NULL) {
3173 idm_pdu_complete(rx_pdu, IDM_STATUS_FAIL);
3174 } else {
3164 ASSERT(cbuf->cb_buffer[index] == NULL);
3175 cbuf->cb_buffer[index] = rx_pdu;
3176 cbuf->cb_num_elems++;
3177 }
3178 }
______unchanged_portion_omitted_


