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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions

11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]

18 *

19 * CDDL HEADER END
20 *
21 * Copyright (c) 2010, O acle and/or its affiliates. Al rights reserved.
22 */
23 /*

24 * Copyright 2010 Nexenta Systems, Inc. All rights reserved.

25 * Copyright 2014, Omi Tl Conputer Consulting, Inc. Al rights reserved.
*
/

28 #ifndef _CRYPTOUTIL_H
29 #define _CRYPTOUTIL_H

31 #ifdef __cplusplus
32 extern "C' {
33 #endi f

35 #include <sys/types. h>

36 #include <sysl og. h>

37 #include <security/cryptoki.h>
38 #include <sys/param h>

40 #define LOG _STDERR -1
41 #define SUCCESS 0
42 #define FAl LURE 1
43 #define MECH | D HEX LEN 11 /* length of mechanismid in hex form?*/
45 #define _PATH PKCS11_CONF
46 #define _PATH_KCF_CONF

47 #define _PATH_KCFD LOCK

"/etc/crypto/ pkcsll. conf"
"/ etc/cryptol/ kcf.conf"
"/var/run/kcfd.|ock"

49 /* $I SA substitution for parsi ng pkcs1l. conf data */
50 #define PKCS11_| SA "/ $1 SA

51 #if defined(_LP64)

52 #define PKCS11_ISA DIR "/64/"

53 #el se /* 1 _LP64 */

54 #define PKCS11_ISA DR "/"

55 #endi f

57 /* keywords and deli mters for parsing configuration files */
58 #define SEP_COLON :

59 #define SEP_SEM COLON o
60 #define SEP_ > EQUAL "=
61 #define SEP_COWA
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#def i ne METASLOT_KEYWORD "met asl ot"
#def i ne FI PS_KEYWORD "fips-140"
#def i ne EF_DI SABLED "di sabl edl i st ="

#def i ne EF_ENABLED "enabl edl i st ="
#def i ne EF_NORANDOM " NO_RANDOM'

#defi ne METASLOT_TOKEN "net asl ot _t oken="
#define METASLOT_SLOT  "netasl ot_sl ot ="
#defi ne METASLOT_STATUS "net asl ot _st at us="
#define EF_FI PS_STATUS "fips_status="
#defi ne METASLOT _AUTO KEY_M GRATE "met asl ot _aut o_key_mi grat e="
#def i ne ENABLED_ KEYWORD "enabl ed"
#def i ne DI SABLED KEYWORD "di sabl ed"
#define SLOT_DESCRI PTION_SIZE 64

#defi ne TOKEN_LABEL_SI ZE 32

#def i ne TOKEN_MANUFACTURER_SI ZE 32

#def i ne TOKEN_SERI AL_SI ZE 16

#defi ne CRYPTO_FI PS_MODE_DI SABLED 0
#def i ne CRYPTO_FI PS_MODE_ENABLED 1

/*

* Define the follow ng softtoken values that are used by softtoken
* |ibrary, cryptoadm and pktool conmmand.

*/

#def i ne SOFT_SLOT_DESCRI PTION  \
"Sun Crypto Softtoken "\

#defi ne SOFT_TOKEN_LABEL
#define SOFT_TOKEN_SERI AL
#defi ne SOFT_MANUFACTURER | D "Sun M crosystens, Inc. "
#defi ne SOFT_DEFAULT_PI N "changene"

Sun Sof t war e PKCS#ll sof tt oken

typedef char |ibnane_t [ MAXPATHLEN] ;
typedef char mdstr_t[ MECH | D HEX_LEN];

typedef struct unechlist {
mdstr_t nane; /* mechani smnanme in hex form?*/
struct unmechl i st *next ;

} umechlist_t;

__unchanged_portion_onitted_

extern void cryptodebug(const char *fnt, ...);

extern void cryptoerror(int priority, const char *ft, ...);
extern void cryptodebug_init(const char *prefix);

extern void cryptoerror_off();

extern void cryptoerror_on();

extern const char *pkcsll_ mecthtr(CK MECHANI SM _TYPE nech) ;
extern CK_RV pkcsl1l_str2mech(char *mech_str, CK_MECHANI SM_TYPE_PTR mech) ;

extern int get_pkcsllconf_info(uentrylist_t **);
extern unechlist_t *create_unmech(char *);

extern void free_unechlist(unechlist_t *)

extern void free_uentrylist(uentrylist_t *);
extern void free_uentry(uentry_t *);

extern uentry_t *getent_uef(char *);

extern void tohexstr(uchar_t *bytes, size_t blen, char *hexstr, size_t hexlen);
extern int hexstr_to_bytes(char *hexstr, size_t hexlen, uchar_t **bytes,
si zeft *bl en);
extern CK_RV pkcsll_nech2keyt ype( CK_MECHANI SM TYPE nech_t ype,
CK_KEY_TYPE *ktype);
extern CK_RV pkcsi1l_| rrectheygen(OK MECHANI SM TYPE nech_t ype,
CK_MECHANI SM TYPE *gen_nech) ;
extern char *pkcsll_strerror(CK RV rv);

extern int



new

usr/src/lib/libcryptoutil/comon/cryptoutil.h

206 get_netasl ot _i nfo(bool ean_t *status_enabl ed, boolean_t *migrate_enabl ed,
207 char **objectstore_slot_info, char **objectstore_token_info);

209 extern char *get_fullpath(char *dir, char *filepath);

210 extern int str2lifetime(char *Itimestr, uint32_t *Itine);

212 extern char *pkcsll_defaul t _t oken(void);

213 extern int pkcsll_get_pass(char *token_name, char **pdata, size_t *psize,
214 size_t mn_psize, boolean_t with_confirmation);

216 extern int pkcsll_seed_urandon{void *sbuf, size_t slen);

217 extern int pkcsll _get_randon{void *dbuf, size_t dlen);

218 extern int pkcsll_get_urandom(void *dbuf, size_t dlen);

219 extern int pkcsll_get_nzero_urandon{void *dbuf, size_t dlen);

219 extern void pkcsll_cl ose_randon{voi d);

220 extern void pkcsll_cl ose_urandon(void);

221 extern void pkcsll_cl ose_urandom seed(void);

220 extern int pkcsll_read_data(char *filenane, void **dbuf, size_t *dlen);
222 extern int open_nointr(const char *path, int oflag, ...);

223 extern ssize_t readn_nointr(int fd, void *dbuf, size_t dlen);

224 extern ssize_t witen_nointr(int fd, void *dbuf, size_t dlen);

225 extern int update_conf(char *conf_file, char *entry);

227 extern int pkcsll_parse_uri(const char *str, pkcsll_ uri_t *uri);

228 extern void pkcsll_free_uri (pkcsll_uri_t *uri);

230 #ifdef __cplusplus

231 }

__unchanged_portion_omtted_
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1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 # Copyright (c) 2006, 2010, Oracle and/or its affiliates. Al rights reserved.
22 # Copyright 2014, Omi Tl Conputer Consulting Inc. Al rights reserved.
23 #
25 #
26 # MAPFI LE HEADER START
27 #
28 # WARNING  STOP NOW DO NOT MODI FY THI'S FI LE.
29 # bject versioning nust conply with the rules detailed in
30 #
31 # usr/src/lib/ READMVE. mapfil es
32 #
33 # You shoul d not be neking nodifications here until you’ve read the nost current
34 # copy of that file. If you need hel p, contact a gatekeeper for guidance.
35 #
36 # MAPFI LE HEADER END
37 #

39 $mapfile_version 2

41 SYMBOL_VERSI ON SUNWrivate {

42 gl obal :

43 create_unech;

44 crypt odebug;

45 cryptodebug_init;

46 cryptoerror;

a7 cryptoerror_off;

48 cryptoerror_on;

49 free_uentry;

50 free_uentrylist;

51 free_unechli st;

52 get ent _uef;

53 get _full path;

54 get _netasl ot _i nfo;

55 get _pkcsllconf _i nfo;
56 hexstr_to_bytes;

57 open_nointr;

57 pkcs11_cl ose_random
58 pkcs1l_cl ose_urandom
59 pkcs1l_cl ose_urandom seed;

58 pkcs11_def aul't _t oken;
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59 pkcs1l_free_uri;

60 pkcsl1l_get _nzero_urandom
61 pkcsll_get _pass;

62 pkcs11_get _random
63 pkcs11_get _urandom
64 pkcs1l_nech2keyt ype;
65 pkcs11l_mech2keygen;
66 pkcs11l_nech2str;

67 pkcs1l_parse_uri;

68 pkcsll_read_data;

69 pkcsl1ll_seed_random
70 pkcsl1l_seed_urandom
71 pkcs11_str2nech;

72 pkcsll_strerror;

73 readn_nointr;

74 str2lifeting;

75 tohexstr;

76 witen_nointr;

77 I ocal :

78 *;

79

_hnchanged_port ion_omtted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

22 /| *
23 * Copyright (c) 2003, 2010, Oacle and/or its affiliates. Al rights reserved.
24 * Copyright 2014, Omi Tl Conputer Consulting, Inc. Al rights reserved.

*/

27 #include <stdio. h>

28 #include <unistd. h>

29 #include <errno. h>

30 #include <string. h>

31 #include <fcntl.h>

32 #include <l ocal e. h>

33 #include <stdarg. h>

34 #include <cryptoutil.h>
35 #include <pthread. h>

37 #pragma init(pkcsll_random.init)

39 static pthread_nutex_t random nutex = PTHREAD MUTEX_ | NI Tl ALI ZER;
40 static pthread_nutex_t urandom nutex = PTHREAD MUTEX_ | NI Tl ALI ZER;

42 static pthread_nutex_t random seed_nutex = PTHREAD MUTEX_| NI TI ALI ZER;
43 static pthread_nutex_t urandom seed_mutex = PTHREAD MJTEX_| NI Tl ALI ZER;

45 #defi ne RANDOM DEVI CE "/ dev/randont /* random devi ce nanme */
46 #defi ne URANDOM DEVI CE "/ dev/urandont /* urandom device nane */
48 static int randomfd = -1;

49 static int urandom fd = -1;

51 static int random seed_fd = -1;

52 static int urandom seed_fd = -1;

55 /[ *

56 * Equival ent of open(2) insulated from El NTR
57 * Al'so sets close-on-exec.

58 */

59 int

60 open_nointr(const char *path, int oflag, ...)
61

new usr/src/lib/libcryptoutil/comon/randomc

62 int fd;

63 node_t  pnode;

64 va_list alist;

66 va_start(alist, oflag);

67 pnmode = va_arg(alist, node_t);

68 va_end(alist);

70 do {

71 if ((fd = open(path, oflag, pnode)) >= 0) {
72 (void) fentl(fd, F_SETFD, FD_CLCEXEC);
73 br eak;

74 }

75 /* errno definitely set by failed open() */
76 } while (errno == EINTR);

77 return (fd);

78

__unchanged_portion_onitted_

186 static void

184 void

187 pkcsll_cl ose_randon(voi d)

188 {

189 pkcs1l_cl ose_common( & andom fd, & andom nutex);
190 }

192 static void

190 void

193 pkcs1l_cl ose_ur andomn( voi d)

194 {

195 pkcs1l_cl ose_comon( &random fd, &urandom nutex);
196 }

__unchanged_portion_omtted_

204 static void

202 voi d

205 pkcsl1l_cl ose_urandom seed(voi d)
206 {

207 pkcs1l_cl ose_common( &r andom seed_f d, &urandom seed_nut ex);

208 }

__unchanged_portion_onitted_

350 /*
351 * Same as pkcsll_get _urandom but ensures non zero data.
352 */

353 int

354 pkcsll_get _nzero_urandon(void *dbuf, size_t dlen)

355 {

356 char extrarand[ 32] ;

357 size_t bytesleft = 0;

358 size_t i =0;

360 /* Start with some random data */

361 if (pkcsll_get_urandon{dbuf, dlen) < 0)

362 return (-1);

364 /* Wal k through data replacing any O bytes with nore random data */
365 while (i < dlen) {

366 if (((char *)dbuf)[i] !'=0) {

367 i ++;

368 cont i nue;

369 }

371 if (bytesleft == 0) {

372 bytesl eft = sizeof (extrarand);

373 if (pkcsll_get_urandon(extrarand, bytesleft) < 0)
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374 return (-1);
375 }
376 bytesleft--;

378 ((char *)dbuf)[i] = extrarand[bytesleft];
379

380 return (0);

381 }

383 static void
384 pkcsll_random prepare(void)

385 {

386 /*

387 * NOTE - None of these are acquired nore than one at a tine.
388 * | can therefore acquire all four without fear of deadl ock.
389 */

390 (voi d) pthread_nutex_| ock(& andom nut ex);

391 (voi d) pthread_nutex_| ock(&random nut ex) ;

392 (voi d) pthread_nutex_| ock(& andom seed_nut ex) ;

393 ) (voi d) pthread_nutex_| ock(&random seed_nut ex) ;

394

396 static void
397 pkcsll_random par ent _post (voi d)

398 {

399 /* Drop the nutexes and get back to work! */

400 (voi d) pthread_nut ex_unl ock(&random seed_nut ex) ;
401 (voi d) pthread_nut ex_unl ock( & andom seed_mut ex) ;
402 (voi d) pthread_nut ex_unl ock(&urandom nut ex) ;

403 (voi d) pthread_nutex_unl ock( & andom nut ex) ;

404 }

406 static void
407 pkcs1l_random chil d_post (voi d)

408 {

409 pkcs1l_random parent _post();

411 /* Also, close the FDs, just in case. */
412 pkcs1l_cl ose_randomn();

413 pkcs1l_cl ose_urandon();

414 pkcs1l_cl ose_random seed();

415 pkcs11_cl ose_urandom seed();

416 }

418 static void
419 pkcs1l_random.i nit(void)

420 {

421 (void) pthread_atfork(pkcsll_random prepare, pkcsll random parent_post,
422 pkcs11_random chil d_post);

423 }

____unchanged_portion_onmitted_
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*

*
*/

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END
Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terns.

Copyri ght 2014, Omi Tl Conputer Consulting, Inc. Al rights reserved.

Gener al - Pur pose Functions
(as defined in PKCS#11 spec section 11.4)

#i ncl ude <unistd. h>

#i ncl ude <errno. h>

#i ncl ude <string. h>

#i ncl ude "netad obal . h"

extern meta_session_t *neta_sessionlist_head,

struct CK_FUNCTI ON_LI ST netasl ot _functionList = {
1 !

2, 20}, /* version */
meta_lnitialize,
meta_Final i ze,
meta_Get | nf o,
met a_Get Functi onLi st,
nmet a_Get Sl ot Li st,
meta_Get Sl ot | nf o,
met a_Get Tokenl nf o,
met a_Get Mechani snii st,
net a_Get Mechani sni nf o,
meta_l ni t Token,
meta_lnitPIN,
met a_Set PI N,
nmet a_QOpenSessi on,
met a_Cl oseSessi on,
met a_Cl oseAl | Sessi ons,
met a_Get Sessi onl nf o,
nmet a_Get Operati onStat e,
met a_Set Oper ati onSt at e,
meta_Login,
met a_Logout ,
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182 /*

net a_Cr eat eObj ect,

met a_Copybj ect,

met a_Dest r oybj ect,
net a_Get Cbj ect Si ze,
nmet a_Get Attri but eVal ue,
meta_Set Attri but eVal ue,
met a_Fi ndQbj ectslnit,
nmet a_Fi ndQbj ect s,

nmet a_Fi ndQbj ect sFi nal ,
meta_Encryptlinit,

net a_Encrypt,

met a_Encr ypt Updat e,
nmet a_Encrypt Fi nal ,
meta_Decryptlnit,

net a_Decrypt,

met a_Decr ypt Updat e,
net a_Decrypt Fi nal ,
meta_Digestlnit,

met a_Di gest,

met a_Di gest Updat e,

net a_Di gest Key,

met a_Di gest Fi nal ,
meta_Signlnit,
nmeta_Sign,

nmet a_Si gnUpdat e,

nmet a_Si gnFi nal ,

met a_Si gnRecoverlnit,
met a_Si gnRecover,
neta_Verifylnit,
neta_Verify,

met a_Veri fyUpdat e,
meta_VerifyFinal,
neta_VerifyRecoverlnit,
neta_Veri f yRecover,

met a_Di gest Encr ypt Updat e,
met a_Decr ypt Di gest Updat e,

met a_Si gnEncr ypt Updat e,

nmet a_Decrypt Veri f yUpdat e,

met a_Gener at eKey,

met a_Gener at eKeyPai r,
met a_W apKey,

met a_Unwr apKey,

met a_Der i veKey,

met a_SeedRandom

met a_Gener at eRandom
met a_Get Functi onSt at us,
met a_Cancel Functi on,
met a_\Wai t For Sl ot Event

L nchanged_portion_onmitted_

183 * nmeta_Finalize

184 *

185 * Called by uCF only,

186 */

187 /* ARGSUSED*/

188 CK_RV

189 neta_Fi nal i ze( CK_VA D_PTR pReser ved)

190 {
191
192
193

195

CK_RV rv = CKR_;

"pReserved" argunent is ignored.

met a_obj ect _t *del ay_free_obj, *tnpo;

met a_session_t *del ay_free_ses,

if (pReserved != NULL)

*t nps;
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196
198
200

215
216
217
218
219
220
221
222
223
224

226
227
228
229
230
231
232

234
236

237 }

return (CKR_ARGUMENTS_BAD);
(voi d) pthread_nutex_| ock(& nitmutex);

/*

* There used to be calls to cleanup libcryptoutil here. G ven that
* libcryptoutil can be linked and I nvoked i1 ndependently of PKCS#11,
* cleaning up libcryptoutil here makes no sense. Decoupling these
* two al so prevent deadl ocks and other artificial dependencies.

*/

pkcs1l_cl ose_urandon();

pkcs1l_cl ose_urandom seed();

met a_obj ect Manager _fi nal i ze();
met a_sessi onManager _finalize();
met a_mechManager _finalize();

met a_sl ot Manager _finalize();

/*
* free all entries in the delay_freed |ist
*/
del ay_free_obj = obj_delay_freed.first;
while (delay_free_obj !'= NULL)

tnpo = del ay_free_obj->next;
free(delay_free_obj);
del ay_free_obj = tnpo;

}
(voi d) pthread_nutex_destroy(&obj _del ay_freed. obj _to_be_free_mutex);
del ay_free_ses = ses_delay_freed.first;
while (delay_free_ses !'= NULL) {
tnps = del ay_free_ses->next;
free(del ay_free_ses);
del ay_free_ses = tnps;
}
(void) pthread_nutex_destroy(&ses_del ay_freed. ses_to_be_free_mutex);
(voi d) pthread_nutex_unl ock(& nitnutex);

return (rv);

__unchanged_portion_onitted_
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1/*

2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 *
25 * Copyright 2014, Omi Tl Conputer Consulting, Inc. Al rights reserved.
*

/

28 #include <strings. h>

29 #include <errno. h>

30 #include <cryptoutil.h>

31 #include <unistd.h> /* for pid_t */
32 #include <pthread. h>

33 #include <security/cryptoki.h>
34 #include "softd obal . h"

35 #include "softSession. h"

36 #include "softCbject.h”

37 #include "softKeystore. h"

38 #include "softKeystoreUtil.h"

40 #pragma init(softtoken_init)
41 #pragma fini (softtoken_fini)

43 extern soft_session_t token_session; /* for fork handler */

45 static struct CK_FUNCTI ON LI ST functionList = {

46 { 2, 20}, /* version */
47 Clnltlallze,

48 C Finalize,

49 C Getlnfo,

50 C_Get Funct i onLi st,
51 C Get Sl ot Li st,

52 CGetSIotInfo

53 C_Get Tokenl nfo

54 C_Get Mechani snii st
55 C_Get Mechani smi nf o,
56 C_I ni t Token,

57 CInitPIN,

58 C_Set PIN,

59 C_OpenSessi on,

60 C_C oseSessi on,

61 C doseAll Sessi ons,
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62 C_Get Sessi onl nfo,

63 C_Get Operati onSt at e,

64 C_Set (perati onSt at e,

65 C_Logi n,

66 C_Logout ,

67 C _Createj ect,

68 C_CopyQbj ect,

69 C _Dest r oyoj ect ,

70 C_Get Ovj ect Si ze,

71 C GetAttributeVal ue,

72 C Set AttributeVal ue,

73 C_FindObj ectslnit,

74 C_Fi ndQbj ect s,

75 C_Fi ndQbj ect sFi nal ,

76 C Encryptlinit,

77 C Encrypt,

78 C_Encrypt Updat e,

79 C_Encrypt Fi nal ,

80 C Decryptlnit,

81 C _Decrypt,

82 C Decrypt Updat e,

83 C Decrypt Fi nal ,

84 C Digestlnit,

85 C _Di gest,

86 C_Di gest Updat e,

87 C_Di gest Key,

88 C_Di gest Final ,

89 CSignlnit,

90 C Sign

91 CcsSi gnUpdat e,

92 C_Si gnFi nal ,

93 Ccsi gnRecoverI nit,

94 C_Si gnRecover,

95 C Verifylnit,

96 C Verify,

97 C VerifyUpdat e,

98 C VerifyFinal,

99 C Veri fyRecoverI nit,
100 C VerifyRecover,
101 C_Di gest Encrypt Updat e,
102 C_Decrypt Di gest Updat e,
103 C_Si gnEncrypt Updat e,
104 C_Decrypt Veri f yUpdat e,
105 C Gener at eKey,
106 C _Gener at eKeyPai r,
107 C_W apKey,
108 C_Unwr apKey,
109 C Deri veKey,
110 C_SeedRandom
111 C_Gener at eRandom
112 C_Get Functi onSt at us,
113 C_Cancel Functi on,
114 C_Wai t For Sl ot Event
115 };

__unchanged_portion_omtted_

320 /*

321 * finalize_common() does the work for C_Finalize. soft_giant_nutex
322 * nust be held before calling this function.

323 */

324 static CK_RV

325 finalize_comon(bool ean_t force, CK VO D PTR pReserved) {

327 CK_RV rv = CKR CK;
328 struct Obj ect *delay_free_obj, *tnpo;
329 struct session *delay_free_ses, *tnps;
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388

390
391

if (!softtoken_initialized) {
return (CKR_CRYPTOKI _NOT_I NI TI ALI ZED) ;
}

/* Check to see if pReseved is NULL */
if (pReserved != NULL) {

return (CKR_ARGUMENTS_BAD) ;
}

(void) pthread_nutex_| ock(&soft_sessionlist_nutex);
/*

* Set all_sessions_closing flag so any access to any
* existing sessions will be rejected.
*/

al | _sessions_closing =
(void) pthread_mutex unI ock(&soft sessionlist_nutex);

/* Delete all the sessions and rel ease the allocated resources */
rv = soft_del ete_all _sessions(force);

(voi d) pthread_nutex_| ock(&soft_sessionlist_nutex);
/* Reset all_sessions cI osi ng flag. */

al | _sessions_closing =

(void) pthread_mutex unI ock(&soft sessionlist_mutex);

softtoken_initialized = B_FALSE;
softtoken_pid = 0;

/*

* There used to be calls to cleanup libcryptoutil here. G ven that
* libcryptoutil can be linked and i nvoked i ndependently of PKCS#11,
* cleaning up libcryptoutil here makes no sense. Decoupling these
* two al so prevent deadl ocks and other artificial dependencies.

*/

pkcs1l_cl ose_urandon();

pkcs1l_cl ose_urandom seed();

pkcs11_cl ose_randon();

/* Destroy the session list |lock here */
(voi d) pthread_nutex_destroy(&soft_sessionlist_nutex);

/*
* Destroy token object related stuffs
* 1. Cean up the token object Ilist
* 2. Destroy slot nutex
* 3. Destroy nutex in token_session
*
/
soft _delete_all _in_core_token_objects(ALL_TOKEN) ;
(voi d) pthread_nutex_destroy(&soft_slot.slot_mutex);
(voi d) pthread_nutex_destroy(&soft_slot. keystore_nutex);
(void) soft_destroy_token_session();

/*
* free all entries in the delay_freed I|ist
*
/
del ay_free_obj = obj _delay_freed.first;
while (delay_free_obj !'= NULL) {
tmpo = del ay_free_obj->next;
free(del ay_free_obj);
del ay_free_obj = tnpo;
}

soft _sl ot. keystore_|l oad_status = KEYSTORE_UN NI Tl ALI ZED;
(voi d) pthread_nutex_destroy(&obj_del ay freed.obj to_be free nutex);
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401

402 }
__unchanged_portion_onitted_

del ay_free_ses = ses_delay_freed.first;
while (delay_free_ses != NULL)
tnps = del ay_free_ses->next;
free(del ay_free_ses);
del ay_free_ses = tnps;

}
(voi d) pthread_nutex_destroy(&ses_del ay_freed. ses_to_be_free_nutex);

return (rv);



