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1/*

2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 *
25 * Copyright 2014, Omi Tl Conputer Consulting, Inc. Al rights reserved.
*

/

28 #include <strings. h>

29 #include <errno. h>

30 #include <cryptoutil.h>

31 #include <unistd.h> /* for pid_t */
32 #include <pthread. h>

33 #include <security/cryptoki.h>
34 #include "softd obal . h"

35 #include "softSession. h"

36 #include "softCbject.h”

37 #include "softKeystore. h"

38 #include "softKeystoreUtil.h"

40 #pragma init(softtoken_init)
41 #pragma fini (softtoken_fini)

43 extern soft_session_t token_session; /* for fork handler */

45 static struct CK_FUNCTI ON LI ST functionList = {

46 { 2, 20}, /* version */
47 Clnltlallze,

48 C Finalize,

49 C Getlnfo,

50 C_Get Funct i onLi st,
51 C Get Sl ot Li st,

52 CGetSIotInfo

53 C_Get Tokenl nfo

54 C_Get Mechani snii st
55 C_Get Mechani smi nf o,
56 C_I ni t Token,

57 CInitPIN,

58 C_Set PIN,

59 C_OpenSessi on,

60 C_C oseSessi on,

61 C doseAll Sessi ons,
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C_Get Sessi onl nfo,
C_Get Operati onSt at e,
C_Set Qper ati onSt at e,
C_Logi n,

C_Logout,

C _Createj ect,
C_Copybj ect,

C Destroynj ect,

Get vj ect Si ze,

> Get Attri buteval ue,
> Set Attri but eval ue,
> Fi ndQbj ectslnit,

> Fi ndQbj ect s,

* Fi ndQbj ect sFi nal ,
C Encryptlinit,

C Encrypt,

C_Encrypt Updat e,
C_Encrypt Fi nal ,

C Decryptlnit,

C _Decrypt,

C Decrypt Updat e,

C Decrypt Fi nal ,

C Digestlnit,

C _Di gest,

C_Di gest Updat e,

C_Di gest Key,

. Di gest Fi nal ,

gnl nit,

OOOOOO

gnUpdat e,

i gnFi nal ,

i gnRecoverI nit,

i gnRecover,
erifylnit,

erify,

eri fyUpdate,

> Veri fyFinal,

> Veri fyRecoverI nit,

> Veri f yRecover,

> Di gest Encrypt Updat e,
C_Decrypt Di gest Updat e,
C_Si gnEncrypt Updat e,
C_Decrypt Veri f yUpdat e,
C_Gener at eKey,

C _Gener at eKeyPai r,
C_W apKey,

C_Unwr apKey,

C Deri veKey,
C_SeedRandom

C_Gener at eRandom
C_Get Functi onSt at us,
C_Cancel Functi on,

C Wi t For Sl ot Event

OOOOOOOOOOOOOO
<<<mmg@@@
@

b
bool ean_t softtoken_initialized =

static pid_t softtoken_pid = O;

/* This nutex protects soft_session_list,

B_FALSE;

pt hread_mutex_t soft_sessionlist_nutex;

soft_session_t *soft_session_list
int all_sessions_closing = 0;

slot_t soft_slot;

NULL;

al |

_sessions_closing */
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128 obj _to_be_freed_list_t obj_delay_freed;
129 ses_to_be_freed_list_t ses_delay_freed;

131 /* protects softtoken_initialized and access to C_Ini
132 pthread_nutex_t soft_giant_mutex = PTHREAD MUTEX_ | NI T
133 /*

134 * ONLY SET TO TRUE BY softtoken_fork_prepare().

135 * ONLY SET TO FALSE BY softtoken_fork_after().

136 */

137 bool ean_t fork_prepared = B_FALSE;

tialize/C Finalize */
| ALI ZER;

139 static CK_RV finalize_conmon(bool ean_t force, CK_VO D _PTR pReserved);

140 static void softtoken_i nit();

141 static void softtoken_fini();

142 static void softtoken fork prepare()

143 static void softtoken fork_after();

144 static void softtoken_fork_after_dr opl ocks(void);

146 CK_RV

147 C Initialize(CK VO D _PTR plnitArgs)

148 {

150 int initialize_pid;

151 bool ean_t suppl i ed_ok;

152 CK_RV rv;

154 I*

155 * Get lock to insure only one thread enters this

156 * function at a tine.

157 */

158 (voi d) pthread_nutex_| ock(&soft_giant_nutex);

160 initialize_pid = getpid();

162 if (softtoken_initialized) {

163 if (initialize_pid == softtoken_pid) {

164 /*

165 * This process has called C.lnitialize already
166 */

167 (void) pthread_nutex_unl ock(&soft_gi ant_nutex);
168 return (CKR_CRYPTOKI _ALREADY_| NI TTALI ZED) ;

169 } else {

170 /*

171 * A fork has happened and the child is

172 * reinitializing. Do a finalize_comon to close
173 * out any state fromthe parent, and then
174 * continue on.

175 *

176 (void) finalize_comon(B_TRUE, NULL);

177 }

178 }

180 if (plnitArgs !'= NULL) {

181 CK_C_INITIALI ZE_ARGS *initargsl =

182 (CK_C_I NI TIALI ZE_ARGS *) plnitArgs;

184 /* pReserved must be NULL */

185 if (initargsl->pReserved != NULL) {

186 (voi d) pthread_nutex_unl ock(&soft_giant_nutex);
187 return (CKR_ARGUVENTS_BAD) ;

188 }

190 /*

191 * ALL supplied function pointers need to have the val ue
192 * either NULL or non-NULL.

193 */
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194 supplied_ok = (initargsl->Cr eateMJt ex == NULL &&

195 i nitargsl->DestroyMit ex == NULL &&

196 initargsl->LockMitex == NULL &&

197 initargsl->Unl ockMutex == NULL) ||

198 (initargsl->CreateMitex != NULL &&

199 initargsl->DestroyMutex != NULL &&

200 initargsl->LockMutex !'= NULL &&

201 initargsl->Unl ockMutex != NULL);

203 if (!supplied_ok) {

204 (void) pthread_nutex_unl ock(&soft_gi ant _nmutex);
205 return (CKR_ARGUMENTS_BAD) ;

206 }

208 /*

209 * When the CKF_OS_LOCKING OK flag isn't set and nutex
210 * function pointers are supplied by an application,
211 * return an error. W nust be able to use our own primtives.
212 *

213 if (!(initargsl->flags & CKF_OS_LOCKI NG OK) &&

214 (initargsl->CreateMutex != NULL))

215 (void) pthread_nutex_unl ock(&soft_giant_nutex);
216 return (CKR_CANT_LOCK);

217 }

218 }

220 /* Initialize the session list |ock */

221 if (pthread_nmutex_init(&soft_sessionlist_nutex, NULL) != 0) {
222 (void) pthread_mutex_unl ock(&soft_gi ant _nut ex) ;

223 return (CKR_CANT_LOCK);

224 }

226 /*

227 * token object related initialization

228 */

229 soft_slot.authenticated = 0;

230 sof t _sl ot. user pi n_change_ needed = 0;

231 soft _sl ot.token_object_list = NULL;

232 soft _sl ot. keystore_|l oad_status = KEYSTORE_UN NI Tl ALI ZED;

234 if ((rv = soft_init_token_session()) != CKR_ K)

235 (voi d) pthread_nutex_destroy(&soft_sessionlist_nutex);
236 (voi d) pthread_nutex_unl ock(&soft_gi ant _nut ex) ;

237 return (rv);

238 }

240 /* Initialize the slot lock */

241 if (pthread_nutex_init(&soft_slot.slot_nutex, NULL) !'= 0) {
242 (void) pthread_mutex_destroy(&soft_sessionlist_nutex);
243 (void) soft_destroy_token_session();

244 (voi d) pthread_nutex_unl ock( &soft_gi ant _nut ex) ;

245 return ( CKR_CANT_LOCK) ;

246 }

248 /* Initialize the keystore lock */

249 if (pthread_nmutex_init(&soft_slot.keystore_nutex, NULL) != 0) {
250 (voi d) pthread_nut ex_destroy(&soft_slot. sl ot _mut ex);
251 (void) pthread_nutex_destroy(&soft_sessionli st _nut ex)
252 (void) soft_destroy_token_session();

253 (voi d) pthread_nut ex_unl ock(&soft_gi ant _nut ex) ;

254 return (CKR_CANT_LOCK);

255 }

257 /* Initialize the object_to_be freed list */

258 if (pthread_nutex_init(&obj _delay_freed.obj to_be free_nmutex, NULL)
259 1=0) {
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260 (voi d) pthread_nutex_destroy(&soft_slot.keystore_nutex);
261 (voi d) pthread_nutex_destroy(&soft_slot.slot_nutex);
262 (voi d) pthread_nut ex _destroy(&soft _ sessi onl i st _nut ex)
263 (void) soft_destroy_token_session();
264 (voi d) pthread_mutex_unl ock(&soft_giant _nut ex);
265 return (CKR_CANT_LOCK);
266
267 obj _del ay_freed. count = 0;
268 obj _delay_freed.first = NULL;
269 obj _del ay_freed.last = NULL;
271 if (pthread_nmutex_init(&ses_delay_freed.ses_to_be_free_nutex, NULL)
272 =
273 (voi d) pthread_nutex_destroy(
274 &ob) _del ay_freed. obj _to_be_free_nutex);
275 (voi d) pthread_nutex_destroy(&soft_slot. keyst ore_nut ex) ;
276 (voi d) pthread_nutex_destroy(&soft_slot.slot_nutex);
277 (voi d) pthread_nmutex_destroy(&soft_sessionlist_nut ex)
278 (void) soft_destroy_token_session();
279 (voi d) pthread_nutex_unl ock( &soft_gl ant _mut ex) ;
280 return (CKR_CANT_LOCK);
281
282 ses_del ay_freed. count = O;
283 ses_delay_freed. first = NULL;
284 ses_del ay_freed. |l ast = NULL;
286 if (rv != CKR.OK) {
287 (voi d) pthread_nutex_destroy(
288 &ses_del ay_freed. ses_to_be_free_nutex);
289 (voi d) pthread_nmutex_destroy(
290 &ob) _del ay_freed. obj _to_be_free_nutex);
291 (voi d) pthread_nutex_destroy(&soft_slot. keyst ore_nut ex) ;
292 (voi d) pthread_nutex_destroy(&soft_slot.slot_nutex);
293 (voi d) pthread_nmutex_destroy(&soft_sessionlist_nut ex)
294 (void) soft_destroy_token_session();
295 (voi d) pthread_nutex_unl ock( &soft_gl ant _mut ex) ;
296 return (CKR_FUNCTI ON_FAI LED);
297 }
299 sof tt oken pid:initial' e_pid;
300 softtoken_initialized = B_TRUE;
301 (void) pthread_mutex_unl ock(&soft_gi ant _nut ex);
303 return (CKR_OK);
304 }
__unchanged_portion_omtted_
415 | *

416 * softtoken_fini() function required to nake sure conpl ete cl eanup
417 * is done if softtoken is ever unloaded without a C Finalize() call.

418 */
419 static void
420 softtoken_fini ()

421 {

422 int rc;

424 rc = pthread_nutex_tryl ock(&soft_gi ant _nut ex) ;

425 /*

426 * Check to see if it was acquired by softtoken_fork_prepare().
427 */

428 if (rc == EBUSY && fork_prepared)

429 rc = 0;

431 if (rc!=0) {

432 1*

433 * | don’t know WHAT just happened, but it's pretty bad. Gab

434 * the lock for real, even if it nmeans deadl ocki ng here.
435 */
436 (voi d) pthread_nutex_| ock(&soft_gi ant _nmutex);
437 } /* Else we acquired the lock and life is good. */
439 /* Only finalize if we're initialized. */
440 if (softtoken_initialized) {
441 /*
442 * We al so have to DROP all of the other |ocks that
443 * softtoken_fork_prepare did IF it was prepared, because
444 * finalize_commn() Is going to pick themright back up.
445 */
446 if (fork_ prepared)
447 sof tt oken_f ork_after_dropl ocks();
448 (void) finalize_comon(B_TRUE, NULL_PTR);
449 /* ASSERT(!softtoken_initialized); */
416 /* if we're not initilized, do not attenpt to finalize */
417 if (!softtoken_initialized)
418 (voi d) pthread_nut ex_unl ock(&soft _gi ant _nut ex) ;
419 return;
450 }
452 I*
453 * |f we don't want to drop the | ock, we assune softtoken_fork_after()
454 * will get called.
455 */
456 if (!fork_prepared)
422 (void) finalize_comon(B_TRUE, NULL_PTR);
457 (voi d) pthread_nutex_unl ock(&soft_gi ant_mutex);
458 }
__unchanged_portion_onitted_
518 /*
519 * Take out all mnutexes before fork.
520 *
521 * Order:
522 * 1. soft_giant_nutex
523 * 2. soft_sessionlist_nutex
524 * 3. soft_slot.slot_nutex
525 * 4. soft_slot. keystore_nutex
526 * 5. token_session nutexes via soft_acquire_all_session_nutexes()
527 * 6. all soft_session_list nutexes via soft_acquire_all_session_nutexes()
528 * 7. obj_delay_freed.obj _to_be_free_nutex;
529 * 8. ses_delay_freed.ses_to_be_free_nutex
530 */
531 void

532 softtoken_fork_prepare(void)
499 softtoken_fork_prepare()

533 {

534 (voi d) pthread_nutex_| ock(&soft_gi ant_mutex);

535 if (softtoken_initialized)

536 (voi d) pthread_nutex_| ock(&soft_sessionlist_nmutex);
537 (voi d) pthread_mutex_| ock(&soft_slot.slot_mitex);
538 (voi d) pthread_mutex_| ock(&soft_sl ot. keystore_nutex);
539 soft _acquire_al | _sessi on_nut exes( & oken_sessi on);
540 soft _acquire_al | _sessi on_nut exes(soft_sessi on Ilst)
541 (void) pthread_mutex_| ock(

542 &obj _del ay_freed. obj _to_be_free_mutex);

543 (voi d) pthread_nutex_| ock(

544 &ses_del ay_freed. ses_to_be_free_nutex);

545 }

546 fork_prepared = B_TRUE;

547 }

549 static void



new usr/src/lib/pkcsll/ pkcsll_sof tt oken/ conmon/ sof t General . c

550 softtoken_fork_after_dropl ocks(void)

551 {

552 /* ASSERT(softtoken_initialized); */

553 (voi d) pthread_nutex_unl ock(&ses_del ay_freed. ses_to_be_free_nutex);
554 (voi d) pthread_nutex_unl ock(&obj_del ay_freed. obj _to_be_free_nutex);
555 soft _rel ease_al | _sessi on_nut exes(soft_session_list);

556 soft _rel ease_al | _sessi on_nut exes( & oken_sessi on) ;

551 (voi d) pthread_mutex_unl ock(&soft_slot. keystore_nutex);

558 (voi d) pthread_mutex_unl ock(&soft_sl ot. sl ot _nutex);

559 (voi d) pthread_nut ex_unl ock( &soft_sessi onlist_nut ex)

560 }

562 /*

563 * Release in opposite order to softtoken_fork_prepare().
564 * Function is used for parent and child.

565 */

566 void

567 softtoken_fork_after(void)

520 softtoken_fork_after()

568 {

569 if (softtoken_initialized)

570 sof tt oken_fork_after_dropl ocks();

571 fork_prepared = B_FALSE;

522 if (softtoken_ |n|t|aI|zed) {

523 (voi d) pt hr ead_nut ex_unl ock(

524 &ses_del ay_freed. ses_to_be_free_mutex);

525 (voi d) pthread_nut ex_unl ock(

526 &obj _del ay_freed. obJ_to be_free_nutex);

527 sof t rel ease_al | _sessi on_nut exes(soft_session_|ist);
528 soft _rel ease_al | _sessi on_nut exes( & oken_sessi on) ;
529 (voi d) pthread_nmut ex_unl ock(&soft_sl ot.keystore._| rmtex)
530 (voi d) pthread_nut ex_unl ock(&soft_sl ot. sl ot _nutex);
531 ) (voi d) pthread_mut ex_unl ock(&soft_sessionlist_mut ex)
532

572 (voi d) pthread_nutex_unl ock(&soft_gi ant _nutex);

573 }

__unchanged_portion_onitted_




