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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #

19 # CDDL HEADER END
20 #
21 # Copyright 2009 Sun M crosystens, Inc. Al rights reserved.
22 # Use is subject to license terns.
23 #
24 LI BRARY = pkcs1ll_tpm a
25 VERS = .1
27 OBJECTS= api_interface.o \
28 apiutil.o \
29 asnl.o \
30 cert.o \
31 data_obj.o \
32 decr_nmgr.o \
33 dig_ngr.o \
34 encr_ngr.o \
35 globals.o \
36 hwf _obj .o \
37 key. o \
38 key_mgr.o \
39 | oadsave. o \
40 log.o \
41 mech_nmd5. 0 \
42 mech_rsa.o \
43 mech_sha. o \
44 new_host.o \
45 obj _ngr.o \
46 object.o \
47 sess_ngr.o \
48 sign_ngr.o \
49 tenplate.o \
50 tpmspecific.o \

51 utility.o \
52 verify_ngr.o

55 include $(SRC)/Ilib/ Makefile.lib
57 SRCDI R= ../ conmmon
59 SRCS=  $( OBJECTS: % 0=$( SRCDI R)/ % c)

61 # set signing node
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POST_PROCESS_SO += : $(ELFSI GN_CRYPTO)

ROOTLI BDI R=$( ROOT) / usr/ i b/ security
ROOTLI BDI R64=$( ROOT) / usr/ i b/ security/ $( MACH64)

LI BS=$( DYNLI B) $( DYNLI B64)

TSSROOT=$( ADJUNCT_PROTO)

TSPI LI BDI R=$( TSSROOT) /usr/lib

TSPI | NCDI R=$( TSSROOT) / usr /i ncl ude
TSSLI B=- L$( TSPI LI BDI R)

TSSLI B64=- L$( TSPI LI BDI R) / $( MACH64)
TSSI NC=- 1 $( TSPI | NCDI R)

LDLI BS += $(TSSLI B) -L$(ADIJUNCT_PROTO)/ | i
LDLI BS += $(TSSLIB) -L$(ADIUNCT_PROTO/Ilib -
CPPFLAGS += -xCC - D_POSI X_PTHREAD_SEMANTI
CPPFLAGS64 += $( CPPFLAGS)

C99MODE= $( C99_ENABLE)

CERRWARN += - _gcc=- Who- par ent heses
CERRWARN += -_gcc=-Who- unused- | abel
CERRWARN += -_gcc=-Who-uninitialized

LI NTSRC= $( OBJECTS: % 0=$( SRCDI R) / % c)

$(LINTLIB):=  SRCS = $( SRCDI R) / $( LI NTSRC)
LI NTSRC= $( SRCS)

CLOBBERFI LES += C.In
. KEEP_STATE:
all: $(LIBS)

lint: $$(LINTSRC)
$(LINT. ¢) $(LI NTCHECKFLAGS) $(LI NTSRC) $(LDLI BS)

pics/%o: $(SRCDIR)/%c
$(COWPI LE. ¢) -0 $@ $<
$( POST_PROCESS_O)

include $(SRC)/1i b/ Makefile.targ

-1t spi
-1t spi

-lcrypto -1 scf

-lcrypto
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/*

* The Initial Devel oper of the Original Code is International
Busi ness Machines Corporation. Portions created by |BM
Cor poration are Copyright (C) 2005 International Business
Machi nes Corporation. Al R ghts Reserved.

This programis free software; you can redistribute it and/or nodify
it under the terns of the Conmobn Public License as published by

| BM Cor poration; either version 1 of the License, or (at your option)
any |l ater version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; without even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the
Common Public License for nore details.

You shoul d have received a copy of the Common Public License
along with this program if not, a copy can be viewed at
http://ww. opensource. org/licenses/cpl 1. 0. php.

* Ok ok ok ok ok Ok O % O 3k OF ok ok k% % % ok
-~

Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license termns.

* Copyright 2012 Mlan Jurik. Al rights reserved.

*/

#i ncl ude <pthread. h>
#include <string. h>

#i ncl ude <sys/types. h>
#i ncl ude <sys/stat. h>
#i ncl ude <uui d/ uui d. h>
#i nclude <fcntl.h>

#i ncl ude <errno. h>

#i ncl ude <pwd. h>

#i ncl ude <sysl og. h>

#i ncl ude <libscf.h>

#i ncl ude <openssl/rsa. h>

#i ncl ude <tss/platform h>

#i ncl ude <tss/tss_defines. h>
#i ncl ude <tss/tss_typedef.h>
#i ncl ude <tss/tss_structs. h>
#i ncl ude <tss/tss_error.h>
#include <tss/tcs_error. h>

#i ncl ude <tss/tspi.h>

#i ncl ude <trousers/trousers. h>

#include "tpntok_int.h"
#i ncl ude "tpntok_defs. h"

#def i ne MAX_RSA_KEYLENGTH 512

extern void stlogit(char *fnt, ...);

CK_RV token_rng(TSS_HCONTEXT, CK_BYTE *, CK_ULONG;
int tok_slot2local (CK_SLOT_ID);

CK_RV token_speci fic_session( CK_SLOT_I D);
CK_RV token_specific_final (TSS_HCONTEXT) ;
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104

106
107
108
109

111
112
113
114
115
116

118
119

121
122
123
124
125
126
127

CK_RV
t oken_speci fic_rsa_decrypt (
_HCON ,

CK_BYTE *,
CK_ULONG,
CK_BYTE *,
CK_ULONG *,
OBJECT *);

CK_RV

t oken_specific_rsa_encrypt (
TSS_HCONTEXT,
CK_BYTE *,
CK_ULONG,
CK_BYTE *,
CK_ULONG *,
OBJECT *);

CK_RV

t oken_speci fic_rsa_sign(
TSS_HCONTEXT,
CK_BYTE *,
CK_ULONG,
CK_BYTE *,
CK_ULONG *,
OBJECT *);

CK_RV
token_specific_rsa_verify(TSS HCONTEXT, CK BYTE *,
CKUO\IG. CK_BYTE *, CK_ULONG, OBJECT *);

CK RV
token_speci fic_rsa_generate_keypai r ( TSS_HCONTEXT,
TEMPLATE *,
TEMPLATE *);
CK_RV
t oken_speci fic_sha_init (Dl GEST_CONTEXT *);
CK_RV
t oken_speci fi c_sha_updat e( DI GEST_CONTEXT *,
CK_BYTE *,
CK_ULONG) ;
CK_RV
t oken_speci fic_sha_final (DI GEST_CONTEXT *,
CK_BYTE *,
CK_ULONG *);
CK_RV token_speci fic_l ogi n( TSS_HCONTEXT, CK_USER TYPE, CK_CHAR PTR, CK_ULONG;
CK_RV token_speci fic_l ogout ( TSS_HCONTEXT) ;
CK_RV token_specific_init _pin(TSS_ HOO\ITEXT CK_CHAR_PTR, CK_ULONG);
CK_RV token_specific_set_pin(ST_SESSI ON_ HANDLE, CK_CHAR PTR’

CK_ULONG, CK_CHAR PTR, CK_ULONG);
CK_RV token_specific_verify_so_pin(TSS | HCO\ITEXT CK_CHAR _PTR, CK_ULONG);

static CK_RV
token_specific_init(char *, CK_SLOT_I D, TSS HCONTEXT *);

struct token specific_struct token_specific = {
" TPM _Debug"
&t oken speC|f| c_init,
NULL,
&t oken_rng,

&t oken_speci fic_session,
&t oken_specific_final,
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140

141 };

&t oken_specific_rsa_decrypt,

&t oken_specific_rsa_encrypt,

& oken_specific_rsa_sign,

&t oken_specific_rsa_verify,

&t oken_speci fi c_rsa_generate_keypair,

NULL,

NULL,

NULL,

&t oken_speci fic_| ogin,

&t oken_speci fic_| ogout,

&t oken_specific_init_pin,

& oken_specific_set_pin,

&t oken_specific_verify_so_pin

__unchanged_portion_onitted_

625 TSS_RESULT
626 open_tss_cont ext ( TSS_HCONTEXT *pCont ext)

627 {
628
629

631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646

648
649
650
651
652

654
655
656
657
658
659
660
661
662 }

TSS_RESULT result;
char *snf_string;

/
The Tspi _* functions fail if we don’t have tcsd running. Wrse,
because TSpI * uses TCP over |ocal host, this can accidentally
trigger anti-denial-of-service neasures.

* % ok k% ok *

Instead, use SMF to see if tcsd is fully up and running, or if it
exists at all. If it’'s not, bail early.
*/

/* XXX KEBE ASKS -> Use a hardwired FMRI string or instance here? */

snf_string = snf_get_state("svc:/application/security/tcsd:default");

if (snf_string == NULL |
strenp(snf_string, SCF_STATE STRING ONLINE) !'= 0) {
free(snf_string);
return (CKR_ FUNCTI ON_FAI LED) ;

}
free(snf_string);

if ((result = Tspi_Context_Create(pContext)))
stlogit("Tspi _Context_Create: O0x%0x - %",
result, Trspi_Error_String(result));
return (CKR FUNCTT ON_FAT LED) ;
}

if ((result = Tspi_Context_Connect (*pContext, NULL))) {
stlogit("Tspi_Context_Connect: Ox%x - %",
result, Trspi_Error_String(result));
Tspi Cont ext _Cl ose(*pCont ext ) ;
*pCont ext = 0;
return (CKR_FUNCTI ON_FAI LED);

}
return (result);

__unchanged_portion_omtted_

2269 static CK_RV
2270 token_rsa_| oad_key(
TS

2271
2272
2273
2274 {
2275
2276
2277
2278

S_HCONTEXT hCont ext ,
OBJECT *key_obj,
TSS_HKEY *phKey)

TSS_RESULT result;

TSS_HPOLI CY hPolicy = NULL_HPOLI CY
TSS_HKEY hPar ent Key;

BYTE *aut hData = NULL;
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2279
2280
2281
2282

2284
2285
2286
2287
2288

2290
2291

2293
2274
2294
2295
2296
2297
2298

2300
2301
2302
2303
2304
2305
2306
2307
2308
2309
2310
2311

2313
2314
2315
2316
2317
2318
2319
2320
2321
2322
2323
2324
2305
2325
2326
2327
2328
2329
2330
2331
2332
2333
2334
2335
2336
2337
2338
2339
2340
2341
2342

CK_ATTRI BUTE *attr,

CK_RV rc;
CK_OBJECT_HANDLE handl €;
CK_ULONG cl ass;

if (hPrivatelLeaf Key != NULL_HKEY) {
hPar ent Key = hPri vat eRoot Key;
} else {
if ((result = token_load_public_root_key(hContext)))
return (CKR_FUNCTI ON_FATLED);

hPar ent Key = hPubl i cRoot Key;
}

*phKey
*phKey
if (tenplate_attribute_find(key_obj->tenplate, CKA_CLASS,

&attr) == FALSE)
return (CKR TEMPLATE_| NCOVPLETE) ;

(TSS_HKEY) (ui ntptr_t)NULL;
NULL;

}
class = *((CK_ULONG *)attr->pVal ue);

rc = tenplate_attribute_find(key_obj->tenplate,
CKA_| BM_OPAQUE, &attr);
/

A public key cannot use the OPAQUE data attribute so they
must be created in software. A private key may not yet
have its "opaque" data defined and needs to be created
and | oaded so it can be used inside the TPM

EE

if (class == CKO_PUBLIC KEY || rc == FALSE)
rc = object_mgr_find_in_map2(hContext, key_obj, &handle);
if (rc 1= CKR.OX
return (CKR_FUNCTI ON_FAI LED);

if ((rc = token_l oad_key(hCont ext,
handl e, hParent Key, NULL, phKey))) {
return (rc);

s a private key, get the blob and load it in the TPM
is public, the key is already |oaded in software.
if (class == CKO PRI VATE_KEY) {
/* If we already have a handle, just load it */
if (*phKey !'= (TSS_HKEY) (ui ntptr_t)NULL) {
if (*phKey !'= NULL) {
result = Tspi _Key_LoadKey(*phKey, hParentKey);
if (result) {
st ogl t (" Tspi _Cont ext _LoadKeyByBl ob:
"OX9OX - Us",
result, Trspi_Error_String(result));
return (CKR FUNCTT ON_FAT LED) ;

tenpl ate_attribute_find(key_obj->tenplate,
BM OPAQUE, &attr)) == FALSE) {
“return (rc);

y again to get the CKA | BM OPAQUE attr */
r =
|

}
if ((result = Tspi_Context_LoadKeyByBl ob( hCont ext,
hPar ent Key, attr->ul Val ueLen, attr->pVal ue,
phKey))) { _
stlogit (" Tspi _Cont ext _LoadKeyByBI ob:
"Ox%®x - %",
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}

result, Trspi_Error_String(result));
return (CKR FUNCTT ON_FAT LED) ;

/* auth data nay be required */

if

(tenplate_attribute_find(key_obj->tenplate, CKA ENC_AUTHDATA,
&attr) == TRUE && attr)
if ((hPrivatelLeaf Key == NULL_HKEY) &&
(hPubl i cLeaf Key == NULL_HKEY)) {
return (CKR_FUNCTI ON_FAI LED);
} else if (hPublicLeafKey != NULL HKEY) {
hPar ent Key = hPubl i cLeaf Key;
} else {
hPar ent Key = hPrivat eLeaf Key;

if ((result = token_unw ap_aut h_dat a( hCont ext,
attr->pVal ue, attr->ul Val uelLen,
hPar ent Key, &authData))) {
return (CKR_FUNCTI ON_FAI LED);

if ((result = Tspi_CetPolicyQbject(*phKey,
TSS_POLI CY_USAGE, &hPol i cy))) {
“stlogit("Tspi_GetPolicyChject: Ox%x - %",
result, Trspi_Error_String(result));
return (CKR FUNCTT ON_FAT' LED) ;

-

L
-~

If the policy handle returned is the same as the
context’s default policy, then a new policy nust
be created and assigned to the key. OQtherw se, just set the
secret in the policy.
if (hPolicy == hDefaul tPolicy) {
if ((result = Tspi_Context_Createlbject(hContext,
TSS CBJECT TYPE_POLI CY, TSS_POLI CY_USAGE,

&hPolicy))) {
st oglt( Tspi _Cont ext _Create(oject: "
"OX9OX - Us",

result, Trspi_Error_String(result));
return (CKR FUNCTT ON_FAT LED) ;

}

if ((result = Tspi_Policy_SetSecret(hPolicy,
TSS_SECRET_MODE_SHAL
SHAT_DI GEST_LENGTH, aut hDat a))) {
stl ogl t (" Tspi _Pol i cy_Set Secret:
0x%0x - %"
resul t, Trsp| Error_String(result));
return (CKR FUNCTT ON_FAT LED) ;

}
if ((result = Tspi_Policy_Assi gnToQbj ect (hPolicy,
*phkey))) { ) ) )
st ogl t (" Tspi _Policy_AssignToObject: "
"Ox%0x - U&"

result, Trsp| Error_String(result));
return (CKR FUNCTT ON_FAT LED) ;

}
} else if ((result = Tspi_Policy_Set Secret(hPolicy,
TSS_SECRET NCEE SHA1, SHA1_DI GEST_LENGTH, authEata))) {
“stlogi t(" Tspi Pollcy Set Secret: Ox%x - %",
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2410
2411

2413
2414

2416

2417 }
__unchanged_portion_ontted_

result, Trspi_Error Strlng(result))
return (CKR FUNCTT ON_FAI LED) ;
}

Tspi _Cont ext _FreeMenory(hCont ext, authbData);

return (CKR_OX);



