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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 */

25 /*

24 * Copyright 2011 Joyent, Inc. Al
25 * Copyright 2012 Nexenta Systens,
*
/

rights reserved.
Inc. All rights reserved.

28 #incl ude
29 #incl ude
30 #incl ude
31 #include
32 #incl ude
33 #incl ude
34 #incl ude
35 #incl ude
36 #incl ude
37 #incl ude

<sys/types. h>
<sys/cal | b. h>
<sys/sdt. h>
<sys/strsubr.h>
<sys/strsun. h>
<sys/ vl an. h>
<sys/ st ack. h>
<sys/archsystm h>
<inet/ipsec_inpl.h>
<inet/ip_inpl.h>

38 #include <inet/sadb. h>

39 #include <inet/ipsecesp. h>
40 #i nclude <inet/ipsecah. h>
41 #include <inet/ip6.h>

43 #incl ude <sys/nmac_i npl. h>

44 #incl ude <sys/mac_client_inpl.h>

45 #include <sys/mac_client_priv. h>

46 #incl ude <sys/mac_soft_ring. h>

47 #include <sys/mac_flow_inpl .

49 static nac tx cooki e_t mac_tx_single_ring_node(nac_soft_ring_set_t *, nblk_t
50 uintptr_t, uint16_t, nblk_t **);

51 static nmac tx cookie_t nmac_tx_seri al i zer _node(nmac_soft_ring_set_t *, nblk_t
52 uintptr_t, uint16_t, nblk_t **);

53 static mac tx cookie_t mac_t x_| fanout _node(mac_soft_ring_set_t *, nblk_t *,
54 uintptr_t, uint16_t, nblk_t **

55 static mac tx cookie_t mac_tx_bw m)de(nac soft_ring_set_t *, nblk_t *,

56 uintptr_t, uint16_t, nblk_t **);

57 static nac tx cooki e_t mac_t x_aggr node(nac_soft_ri ng_set_t *, nmblk_t *,

58 uintptr_t, uint16_t, nblk_t **);

*
,

*
’
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60 typedef struct mac_tx_node_s {
mac_t x_srs_node_t
62 mac_t x_func_t
63 } mac_tx_node_t;
_~unchanged_| portl on_omtted_

mac_t x_node;
mac_t x_func;

530 /*

531 * In general we do port based hashing to spread traffic over different

532 * softrings. The bel ow tunables allow to override that behavior. Setting one
533 * (depending on IPv6 or IPv4) to B TRUE allows a fanout based on src

534 * | Pv6 or |IPv4 address. This behavior is also applicable to | Pv6 packets
535 * carrying nultiple optional headers and ot her unconmon packet types.

533 * softrings. The bel ow tunable allows to override that behavior. Setting it
534 * to B_TRUE allows to do a fanout based on src ipv6 address. This behavior
535 * is also the applicable to ipvé packets carrying nmultiple optional headers
536 * and other uncommon packet types.

536 */

537 bool ean_t mac_src_i pv6_fanout = B_FALSE;

538 bool ean_t mac_src_i pv4_fanout = B_FALSE;

540 /*

541 * Pair of local and renote ports in the transport header

542 */

543 #define PORTS_SIZE 4

545 | *

546 * mac_rx_srs_proto_fanout

547 *

548 * This routine delivers packets destined to an SRS into one of the

549 * protocol soft rings.

550 *

551 * Gven a chain of packets we need to split it up into multiple sub chains
552 * destined into TCP, UDP or OTH soft ring. Instead of entering

553 * the soft ring one packet at a time, we want to enter it in the formof a
554 * chain otherwi se we get this start/stop behavi our where the worker thread
555 * goes to sleep and then next packets cones in forcing it to wake up etc.
556 */

557 static void

558 mac_rx_srs_proto_fanout (nac_soft_ring_set_t *mac_srs, nblk_t *head)

559 {

560 struct ether_header *ehp;

561 struct ether_vl an_header *evhp;

562 ui nt 32_t sap;

563 i pha_t *i pha;

564 uint8_t *dst addr;

565 size_t hdrsi ze;

566 mbl k_t *np;

567 mbl k_t *headnp[ MAX_SR_TYPES] ;

568 mbl k_t *tai | np[ MAX_SR_TYPES] ;

569 int cnt [ MAX_SR_TYPES] ;

570 size_t sz[ MAX_SR TYPES];

571 size_t szl;

572 bool ean_t bw ctl;

573 bool ean_t hw_cl assi fi ed;

574 bool ean_t dl s_bypass;

575 bool ean_t is_ether;

576 bool ean_t i s_unicast;

577 enum pkt _type type;

578 mac_client _i npl _t *nMcip = mac_srs->srs_ncip;

580 is_ether = (ntip->nci_mp->m _info.m _nativenedia == DL_ETHER);
581 bw ctl = ((mac_srs->srs_type & SRST_BW CONTROL) != 0);

583 /*

584 * |If we don't have a Rx ring, S/Wclassification would have done
585 * its job and its a packet nmeant for us. If we were polling on
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* the default ring (i.e. there was a ring assigned to this SRS),

* then we need to nake sure that the nmac address really bel ongs

*

*/to us.

hw_cl assified = mac_srs->srs_ring != NULL &&
mac_srs->srs_ring->nr_classify_type == MAC_HW CLASSI FI ER,

Special clients (eg. VLAN, non ether, etc) need DLS
processing in the Rx path. SRST_DLS BYPASS will be clear for
such SRSs. Another way of disabling bypass is to set the

MCI S_RX_BYPASS_DI SABLE f1 ag.

—>(»>(->(->(->(»>(-

/
s_bypass = ((mac_srs->srs_type & SRST_DLS_BYPASS) != 0) &&
((rci p->nti _state_flags & MJI'S_RX_BYPASS DI SABLE) == 0);

bzer o( headnmp, MAX_SR TYPES * sizeof (nmblk_t *));
bzero(tailnp, MAX_SR TYPES * sizeof (nmblk_t *));
bzero(cnt, MAX SR TYPES * sizeof (int));
bzero(sz, MAX_SR TYPES * sizeof (size t));

/
We got a chain from SRS that we need to send to the soft rings.
Since squeues for TCP & I Pv4 sap poll their soft rings (for
performance reasons), we need to separate out v4_tcp, v4_udp
and the rest goes in other.

* ok kb F ok
-~

while (head !'= NULL) {
mp = head;
head = head->b_next;
nmp- >b_next = NULL;

type =
szl = (rrp >b cont == NULL) ? MBLKL(np) : nsgdsize(np);

if (is_ether) {
/*

* At this point we can be sure the packet at |east
* has an ether header.
*/
if (szl < sizeof (struct ether_header)) {
mac_r x_drop_pkt (mac_srs, np);
conti nue;

}
ehp = (struct ether_header *)np->b_rptr;

/*
* Determine if this is a VLAN or non-VLAN packet.
*

if ((sap = ntohs(ehp->ether_type)) == VLAN_TPID) {

evhp = (struct ether_vlan_header *)np->b_rptr;

sap = ntohs(evhp->ether_type);
hdrsi ze = sizeof (struct ether_vlan_header);
/*
* Check if the VID of the packet, if any,
* belongs to this client.
*
/

if (!mac_client_check_flow_ vid(ntip
VLAN_I D( nt ohs(evhp->ether_tci))
mac_r x_drop_pkt (mac_srs, np);

conti nue;

5){
} else {

hdrsi ze = sizeof (struct ether_header);

i s_unicast =
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((((UI nt8_t *)&ehp->et her_dhost)[0] & 0x01) == 0);
dstaddr = (uint8_t *)&ehp->ether_dhost;
} else {
mac_header _i nfo_t mhi ;

i f (mac_header_i nfo((mac_handl e_t) nti p->nti _ni p,
np, &rhi) !'=0) {
mac_r x_drop_pkt (mac_srs, np);
continue;

}
hdrsi ze = nmhi. mhi _hdrsi ze;
s = nhi . mhi _bi ndsap;
i s_unicast = (mhi.nmhi _dsttype == MAC_ADDRTYPE_UNI CAST);
dstaddr = (uint8_t *)nhi.nhi_daddr;
}

if (!dls bypass) {
ENQUEUE_MP( headnp[type], tail nmp[type],
cnt [type], bw.ctl, sz[type] sz1, np);
conti nue;

}
if (sap == ETHERTYPE_IP) {
/*

* |f we are HWclassified, but we have pronisc
* on, then we need to check for the unicast address.
*
/
if (hw_classified & ntip->nti_promisc_list !'= NULL) {
mac_addr ess_t *map;

rw enter(&m:l p->nti _rw_| ock, RW READER);
= nci p->nti _uni cast;
|f (bcrrp(dst addr, map >rm addr,
map- >ma_| en) == 0)
type = UNDEF;
rw_exit (&nti p- >nci rw_I ock) ;
} else if (is_unicast)
type = UNDEF;

—~ -

I

This needs to becone a contract with the driver for
the fast path.

In the normal case the packet will have at |least the L2
header and the IP + Transport header in the sane nbl k.
This is usually the case when the NIC driver sends up

the packet. This is also true when the stack generates

a packet that is |ooped back and when the stack uses the
fastpath nmechani sm The normal case is optimnzed for
performance and may bypass DLS. Al other cases go through
/the "OTH type path w thout DLS bypass.

ipha = (ipha_t *)(np->b_rptr + hdrsize);
if ((type != OTH) && MBLK_RX_FANOUT SLQ/\PATH(rrp, i pha))
type = OTH,

if (type == OTH) {
FANOUT_ENQUEUE_MP( headnp[type], tail nmp[type],
cnt[type], bwctl, sz[type], szl, np);
conti nue;

}
ASSERT(type == UNDEF);
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/
We | ook for at |east 4 bytes past
the port information. If we get an
have the port information, and we
i nformation.

* ok kb F %

switch (ipha->i pha protocol) {
case | PPROTO_TCP
type = V4_TCP'
np->b_rptr += hdrsize;
break;
case | PPROTO_UDP:
type = V4_UDP;
np->b_rptr += hdrsize;

break;
defaul t:
type = OTH,
break;
}

the I P header to get
IP fragnent, we don’t
use just the protocol

FANOUT_ENQUEUE_MP( headnp[type], tailnp[type], cnt[type],

bw ctl, sz[type], szl, np);

}
for (type = VA_TCP;, type < UNDEF; type++) {
if (headnp[type] != NULL) {
mac_soft_ring_t
ASSERT(tai | np[type] ->b_next =
switch (type) {
case V4_TCP:
softring = nac_srs->s
br eak;
case V4_UDP:
softring = nac_srs->s
break;
case OTH:
softring = mac_srs->s
mac_rx_soft_ring_process(ntip
“headnp[type], tailnp[type
}
}
}
i nt fanout _unal i gned =
int fanout _unal ligned = 0
/*
* mac_rx_srs_| ong_fanout
*
* The fanout routine for VLANs, and for anything els
* explicit dl's bypass. Returns -1 on an error (drop
*

mal f ormed packet), 0 on success, with values witt
* The fanout routine for |Pv6

*/

static int

mac_r x_srs_l ong_fanout (mac_soft_ring_set_t *mac_srs,

{

uint32_t sap, size_t hdrsize, enum pkt_type *type,

i p6_t *j p6h;

i pha_t *i pha;

ui nt8_t *wher eptr;
uint_t hash;
uint16_t rem en;
uint8_t next hdr;

*sof tring;

= NULL);

rs_tcp_soft_rings[0];

rs_udp_soft_rings[0];

rs_oth_soft_rings[0];

, softring,

1. cnt[type], sz[type]);

e that isn’t perforning
the packet due to a
en in *indx and *type.

nbl k_t *np,
uint _t *indx)
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ui nt16_t hdr _I en;
ui nt 32_t src_val ;
if (sap == ETHERTYPE_| PV6) {

bool ean_t nodi fiabl e = B_TRUE;
bool ean_t V6;

ASSERT(MBLKL(np) >= hdrsize);

if (sap == ETHERTYPE I PV6) {
v6 = B_TRUE;
hdr_len = | PV6_HDR LEN,
} elseif (sap == ETHERTYPE_ I P) {

v6 = B_FALSE;
hdr_l en = | P_SI MPLE_HDR_LENGTH;
} else {
*indx = 0;
*type = OTH,
return (0);
}
i p6h = (ip6_t *)(r’rp—>b_rptr + hdrsi ze);
ipha = (ipha_t *)ip6h;
if ((uint8_t *)ip6h == np->b_wptr
i f ((unsigned char *)ip6h == np->b_wptr) {
/*
* The first nblk_t only includes the nac header.
* Note that it is safe to change the np pointer here,
* as the subsequent operation does not assunme np
* points to the start of the nac header.
~k

np = np->b_cont;

/*
* Make sure the I P header points to an entire one.
* Make sure ip6h holds the full ip6_t structure.
*/
if (np == NULL)
return (-1);

if (MBLKL(np) < hdr_len) {
if (MBLKL(mp) < |PV6 HDR LEN) {
modi fiable = (DB_REF(np) == 1);

if (nodifiable & !pul | upmsg(np, hdr_len))
if (rmodifiable &&
!'pul | upnsg(np, | PV6_HDR LEN)) {
return (-1);

}
}
ip6h = (ip6_t *)np->b_rptr;
) ipha = (ipha_t *)ip6h;
if (!modifiable || !'(OK_32PTR((char *)|p6h)) |

((uint8_t *)i1p6h + hdr_len > np->b_wptr)) {
} ((unsi gned char *)ip6h + | PV6_HDR LEN > np->b_wptr)) {

the conplete sinple structure (a pul lupnsg() is not an
option since it would result in an unaligned IP header),
fanout to the default ring.

* ok ok ok % ok ¥

Note that this may cause packet reordering.

If either the I P header is not aligned, or it does not hold
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* |f either ip6h is not alligned, or ip6h does not
* hold the conplete ip6_t structure (a pullupnmsg()
* is not an option since it would result in an
* unal l'igned 1 p6h), fanout to the default ring. Note
* that this may cause packets reordering.
*
/
*i ndx =
*t = H;
fanout _unal i gned++;
fanout _unal | i gned++;

0;

return (0);
}
/*
* Extract next-header, full header |ength, and source-hash val ue
* using v4/v6 speC|f|c fields.
*
if (v6) {
rem en = ntohs(ip6h->i p6_plen);
next hdr i p6h->1 p6_nxt ;

src_val = V4_PART_OF_V6(i p6h->i p6_src);

if (remen < MN_EHDR LEN)
return (-1);

/*

* Do src based fanout if below tunable is set to B_TRUE or

* when mac_i p_hdr_length_v6() fails because of malformed

* packets or because nblks need to be concatenated using

* packets or because nblk’s need to be concatenated using

* pul I upmsg()

*/

if (mac_src_ipv6_fanout || !mac_ip_hdr_I ength_v6(ip6h,
np->b_wptr, &hdr_len, &nexthdr, NULL)) {

goto src_based fanout

} else {
hdr I en = | PH HDR_LENGTH(i pha) ;
reml en = ntohs(ipha->i pha_l ength) - hdr_len;
next hdr = i pha->I pha_protocol ;
src_val = (uint32_t)ipha->i pha_src;

* Catch | Pv4 fragnent case here. |Pv6 has nexthdr == FRAG
* for its equival ent case.
*

if (mac_src_ipv4_fanout ||
(ntohs(i pha->i pha_fragnent_offset_and_flags) &
(IPH_MF | IPH OFFSET)) !'= 0) {
goto src_based_fanout;

}

}
if (remMen < MN_EHDR LEN)
return (-1);
whereptr = (uint8_t *)ip6h + hdr_len;

/* |f the transport is one of below, we do port/SPl based fanout */
/* If the transport is one of below, we do port based fanout */
switch (nexthdr) {
case | PPROTO_TCP:
case | PPROTO_UDP:
case | PPROTO_SCTP:
case | PPROTO_ESP:
/*
* |f the ports or SPI in the transport header is not part of
* If the ports in the transport header is not part of
* the nbl k, do src_based_fanout, instead of calling
* pul | upnsg() .
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*

/

if (mp->b_cont == NULL || whereptr + PORTS_SIZE <= np->b_wptr)
break; /* out of switch... */

/* FALLTHRU */

def aul t:
if (nmp->b_cont !'= NULL &&
whereptr + PORTS_SIZE > np->b_wptr) {
goto src_based_fanout;

break;
defaul t:

}

switch (nexthdr) {
case | PPROTO_TCP:
hash = HASH ADDR(src_val, *(uint32_t *)whereptr);
*indx = COVMPUTE INDEX(hash mac_srs->srs_tcp_ring_count);
hash = HASH ADDR(V4_PART_OF V6(i p6h->i p6_src),
*(w nt32_t *)whereptr);
*indx = COVPUTE_| NDEX( hash,
mac_srs->srs_tcp_ring_count);
*type = OTH,
br eak;

br eak;

case | PPROTO_UDP:
case | PPROTO_SCTP:
case | PPROTO_ESP:
if (mac_fanout type == MAC_FANQUT_DEFAULT) {
hash = H ADDR(src_val, *(uint32_t *) whereptr);
hash = HASH_ADDR(V4_PART_ OF _V6(ip6h->i pG_src),
*(ui nt32_t *)whereptr);
*indx = COVPUTE_| NDEX( hash,
mac_srs->srs_udp_ring_count);
} else {
*indx = mac Srs- >srs_ind % mac_srs->srs_udp_ring_count;
*indx = mac_srs->srs_ind %
mac_srs->srs_udp_ring_count;
Mac_Srs->srs_i nd++;

}
*type = OTH,
br eak;

/* For all other protocol, do source based fanout */
defaul t:
goto src_based_fanout;

}

} else {
*i ndx
*type

}
return (0);

0;
OTH,

src_based_fanout:

hash = HASH ADDR(src_val, (uint32_t)O0);
hash = HASH ADDR(V4_| PARTO:V6(|p6h > p6_src), (uint32_t)0);

*indx = COVMPUTE_| NDEX( hash, mac_srs->srs_oth_ring_count);
*type = OTH,
return (0);



